Phong Tranh Lira Dao Trén Mang

Lira Dao trén mang (Online Scams) la gi?

Lira Dao trén mang la nhitng hanh dong gian tra, llra loc dugc thyc hién qua thu dién ti
(email), tin nhan, mang x3 hdi hay dién thoai véi muc dich |a dé 18y thong tin ca nhan va/hay
tién bac cuda ban.

Theo thong ké thi vao ndm 2019 tai nwdc Uc, s6 tién cla nhitng ngudi bi mat vi lira dao 1én
dén $634,000,000 so v&i $489,700,000 tir ndm 2018.

Nhi*rng hinh thirc llra dao pho bién

1. Mao danh (Phishing Scam/ Impersonation scam)

Lira ddo qua hinh thirc mao danh |3 hinh thirc lira d3o ph6 bién nhat trén mang. Déi twong
Ira ddo nay thudng bat dau bang mdt email hodc mat tin nhdn hodc mot cudc goi dién thoai
mao danh |a tir mét t6 chirc hay tir mdt co quan, doanh nghiép ma ban tin twdng. Ho béo
c4o 13 tai khodn clia ban cé van dé, can dugc ban xac nhan va giai quyét ngay bang cach cung
cap cho ho nhirng thdng tin cd nhan clia minh. Sau khi nam dugc thong tin do, ddi twong Iira
dao bén truy cdp vao tai khoan cling nhu thyc hién cac giao dich trai phép trén danh nghia
cla ban.
D& tranh bj Itra nhu vay thi ban
Nén:

- Kiém tra dia chi email cia ngudi géi.

- Lién lac va kiém tra vdi co quan ma ban nghi ngd d3 bi ddi tuwgng lira ddo mao danh.
Xoa email/tin nhan dé.
Bao cdo (s& hwdng dan cach bado cdo & phan sau).

Khéng nén:
- Nhap vao bat c&* dwong dan (link) ndo trong email hay
trong tin nhdn cua ho.
- Tiét 16 mat ma cda ban.
- Traloi.

2. K&t ban trén mang x3 hdi (Online Dating)

Day la thd doan lira ddo d3 khién nhiéu ngwoi Uc mat hang triéu do6 la mdi ndm. Déi tuwong

Itra dao cé khuynh huéng nham vao nhitng ngudi nhe da, yéu dudi dé loi dung. Thong

thuwdng ching danh mét thoi gian dai dé xay dung quan hé trudc khi dwng [én mot cau

chuyén dang tin dé Ilra tién. D& canh giac, ban

Nén:

- Dung nhirng dich vu nhan tin mién phi qua dién thoai nhw WhatsApp, Skype, Google

Voice va Facebook Messenger dé thodi mai nhan tin v&i d6i twgng ma khong phai lo
s6 dién thoai bij tiét 10.



Cho ngudi ma ban tin tudng biét néu muén gap g& thi ban s& gap mat d6i mat vai
nguoi do.

- Gap & noi cdng cong hodc dem theo mot ngudi than cda ban.

- Lién lac ngdn hang néu ban nghi la chi ti€t ngan hang cda ban d3 bi tiét 15.

- Bao cao.

Kh6ng nén: £ PLEASE SUBSCIIBE TO STAY CONECTED
- Tiét 16 s6 dién thoai that cGa ban.

- Chia sé chi tiét ngdn hang cla ban.

Chia sé chi tiét thé tin dung cla ban.

Gai tién cho ho.

Chia sé hinh va phim anh riéng tw va nhay cam cta ban.
MUi long qué sém.

3. Mua ban trén mang

Trong khi cé nhitng dich vu buén ban dang hoang, chinh thirc trén mang thi cling c6 nhirng
ké lgi dung hinh thirc nay dé Iira gat ngudi mua.
DE tranh nhitng thd doan nay:
Nén
- Kiém soat xem dia chi trang mang d6 cé bat dau bang https:// hay khdng. Mau tu “s”
la chit tit cla “secure” nghia |a “an toan”.
- Dung Paypal dé tra tién.
- Kiém soat xem ho viét cé dung chinh ta hay khéng.

- G&i money order. [

Khong nén
- Chuyén tién.

4. Trung sb hay trung thudng bat ngdy

Ban duoc bdo tin trang sd/tring thwdng ma ban khéng hé tham gia. Ké lira ddo thudng lay
tién cla ban bang cach yéu cau ban déng tién I& phi truwdc khi nhan gidi. Ngoai ra ké Iira ddo
cling cé thé doi ban cung cdp cac thdng tin cd nhan cling nhu nhirng chi tiét vé tai khoan
ngan hang dé ho chuyén tién tring s6 vao nhung thuc ra ho sau d6 sé& dung nhirng chi tiét
nay dé 13y tién cda ban.
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Khoéng nén
- G&i tién hodc cho biét chi tiét thé tin dung,
chi tiét tai khoan ngan hang cda ban.




5. Loi dung Covid-19 dé lira dao

D4y 13 hinh thirc Iira ddo mdi nhat. Bon lira dao lgi dung su hoang mang, lo so clia ban dé
tung ra nhitng chiéu lra d6c hai. Ho cé thé mao danh nhitng co quan chinh phu, Buu Dién
hay co quan Y T& dé 13y thdng tin cha ban.
Nén

- Kiém tra trang mang cta ho xem cé an toan khéng. Mét trang mang an toan khi dia
chi cla trang d6 bat dau bang https:// va phai c6 mau ty “s” sau mau ty “p”.
Thiét 13p va cip nhat thudng xuyén hé théng bao vé may tinh, chéng vi khuan (anti
virus).
- Bé&o cdo su lira ddo dén co quan trach nhiém.

Khéng nén
- Tiét 16 chi tiét cd nhan.

Cho phép ho xam nhap may computer

clia ban tir xa (remote access).

- M@ nhitng hd so kém theo
(attachments) hay nh&n vao nhirng
dwong dan dugc cung cap.

- Lam theo &p lyc cha ho.

Chuyén tién cho ho.

NGi chung, cac ban can canh gidc, ndm virng tinh hinh, ludn ludn can than va khdng hodng
hot.

Lam cach nao dé bado cdo hanh vi lira dao

Noi tt nhat dé ban bao cdo va hoc héi thém vé viéc lira dao trén mang 1a co quan Australian
Competition and Consumer Commission’s Scamwatch. Day la mét co quan cta chinh phd ma
ban cé thé tim thay qua dia chi mang sau day:

www.scamwatch.gov.au

Ngoai ra & Nam Uc ban cé thé lién lac vdi:

Catalyst Foundation Office
Pia chi 149 Currie Street, Adelaide

Hop Tho PO Box 1645, Adelaide SA 5001
bién Thoai (08) 8168 8776

Email information@catalystfoundation.com.au

(Ngudn: Catalyst Foundation; Australian Competition and Consumer Commission’s
Scamwatch)

(Tém tat va chuyén ngit: Hanh P)



